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Abstract: 

Most would agree that modern app-markets have been flooded with applications that not only threaten the security of the OS 

superficially, but also in their majority, trample on user’s privacy through the exposure of sensitive information. The advances in 

technologies of cloud computing and mobile computing enable the newly emerg ing mobile cloud computing paradigm.  Mobile 

cloud computing allows the execution of computation-intensive applications of mobile devices in computational clouds. A smart 

phone is the most widely used electronic device. Data over-collection which means smart phones apps collect users data more 

than its original function while within the permission scope is rapidly becoming one of the most frequent data over-collected 

cases. A mobile cloud framework is proposed to eradicate the data over-collection.  
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I. INTRODUCTION 

 

It is common practice for mobile devices to offload 

computationally heavy tasks off to greater computational 

resources. Solutions have been presented which partition any 

given the parts and offload these to cloud so as to min imize 

the time taken to carry out the task. Mobile devices are now 

powerful. Mobile devices are increasingly becoming resource 

intensive and of wearable computing devices like the Pebble 

and Google class, the need for task offloading is even more 

severe since these devices come with limited processing 

capabilit ies. A key feature of modern smartphone platforms is 

a centralized service for downloading third-party applicat ions. 

The convenience to users and developers of such “app stores” 

has made mobile devices more fun and useful, and has led to 

an exp losion of development. Apple’s App Store alone served 

nearly 3 billion applications after only 18 months. Many of 

these applications combine data from remote cloud services 

with informat ion from local sensors such as a GPS receiver, 

camera, microphone, and accelerometer. Applicat ions often 

have legitimate reasons for accessing this privacy sensitive 

data, but users would also like assurances that their data is 

used properly. Incidents of developers relaying private 

informat ion back to the cloud and the privacy risks posed by 

seemingly innocent sensors like accelerometers illustrate the 

danger. The rapid growth of s martphones has lead to a 

renaissance for mobile services. Go-anywhere applications 

support a wide array of social, financial, and enterprise 

services for any user with a cellular data plan. Application 

markets such as Apple’s App Store and Google’s Android 

Market provide point and click access to hundreds of 

thousands of paid and free applicat ions.  Markets streamline 

software marketing, installation, and update—therein creating 

low barriers to bring applications to market, and even lower 

barriers for users to obtain and use them. Resolving the 

tension between the fun and utility of running third-party 

mobile applications and the privacy risks they pose is a critical 

challenge for smartphone platforms. Mobile-phone operating 

systems currently provide only coarse-grained controls for 

regulating whether an application can access private 

informat ion, but provide little insight into how private 

informat ion is actually used. For example, if a user allows an 

application to access her location information, she has no way 

of knowing if the applicat ion will send her location to a 

location-based service, to advertisers, to the application 

developer, or to any other entity. As a result, users must 

blindly trust that applications will properly  handle their p rivate 

data. SMART city is meant to be and will be the next 

generation of urbanization. However, it brings some new 

challenges to be solved, such as security and privacy. The 

most arduous challenge about the cybersecurity and privacy of 

smart city is to ensure sensitive data secure. People living in a 

smart city use all kinds of electronic devices instead of 

traditional manual or mechanical equipments. To make the 

whole s mart city efficiently, almost all these electronic devices 

need to be smart enough to recognize different users. 

Consequently, they must have the ability of storing and 

sharing data. 

 

II.RELATED WORK 

 

In a typical smart city, the security and privacy issue contains 

several aspects including security service, sensitive data 

organization, communication protocol, key management and 

authorization. Currently most widely used techniques for 

security and privacy in smart city are inherited from distribute 

systems.  

 

Jan BLom, Divya Viswanathan [1] describes the investigation 

of a mobile communication system that helps alleviate fear 

experienced in the urban context. In order to obtain 

empirically grounded insights for the concept design, urban 

females in their twenties and thirties and living in Bangalore, 

New Delhi and San Francisco, were studied. More than 200 

females filled in an online survey. Extensive qualitative data 

for 13 participants were collected through week long diaries, 

semi-structured interviews, and situated participative 

enactment of scenarios. Fear-related concerns were voiced 

both in India and the U.S., suggesting that reducing fear, 

particularly in a pedestrian context after the onset of darkness, 

could be a globally applicable need. User research findings 

into subjective experiences of fear, contexts in which they 

occur, and behavioral strategies were used to design a mobile 

service titled Comfort Zones. 
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This concept was developed to the level of a high fidelity 

prototype and tested in a field trial in India. The investigation 

highlights further opportunities for design, particularly the 

notion of emphasizing positive and socially successful 

qualities of cities to communit ies concerned with their safety 

and security. 

 

Andrew Paverd [2] explored the security and privacy 

implications arising from the bi-directional communication. 

This paper builds on the preliminary work in this field to 

define a set of security and privacy goals for DR systems and 

to identify appropriate and realistic adversary models.  

 

Adversary models are used to analyse a DR-DB system, based 

on the Open Automated Demand Response (OpenADR) 

specifications, in terms of the security and privacy goals.  The 

analysis shows that whilst the system can achieve the defined 

security goals, the current system architecture cannot achieve 

the privacy goals in the presence of honest-but-curious 

adversaries. To address this issue, an enhanced architecture 

which includes a trusted third party based on approaches and 

technologies from the field o f Trusted Computing is proposed. 

Xiao et al. proposed a user-ware privacy control approach to 

reveal how private informat ion is used inside applications.  

They use static information flows and classify them as safe or 

unsafe based on a tamper analysis that tracked whether private 

data is obscured before escaping through output channels. 

Then the classified informat ion enables platforms to provide 

default settings that expose users’ private data only for safe 

flows, thereby preserving privacy and min imizing the burden 

of deciding for users. Egele et al. presented PiOS to detect 

privacy leaks in iOS applications. They used static analysis to 

detect sensitive data flow to achieve the aim of detecting 

privacy leaks in applications in iOS. PiOS checks an iOS 

application by three steps. First, it reconstructs the control 

flow graph of the application to find code paths from sensitive 

sources to sinks. Second, it performs a standard reachability 

analysis to find the paths in the control flow graph which 

connect nodes accessing sensitive information to nodes 

interacting with the network. Third, it performs data flow 

analysis along the paths to verify whether sensitive 

informat ion is indeed flowing from the source to the sink. 

 

III.PROBLEM FORMULATION  

 

Collecting user personal information such as user contacts, 

photos, and chat details is our major problem. Collecting the 

user data apart from the application requirement. Application 

data storage in system may lead to the space complexity to 

store further data.  

 

IV. PROPOS ED S YS TEM  

 

The proposed work of the application is the mobile cloud 

environment. It is implemented to avoid the data over-

collection by the application. The idea is, the application 

should only have the permission requirement based on 

hardware, and write some content in device storage. 

 It should not contain the permission such as read user 

contacts, read the internal storage, read external storage, etc… 

 

The all data that stored from various applications in device is 

exported to the mobile cloud storage in the encrypted form.  

 

The mobile cloud has the knowledge, whether to share the 

respective user data to the application which is requested.  

By that, if the application is in need of the user data, the 

application that should request the mobile cloud for user data. 

 

 The mobile cloud validates the application data request based 

on its need and approve the data request if needed or decline if 

the request for the data is unnecessary for particular 

application. 

 

V. S YS TEM ARCHITECTURE 

                  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                 

 

 

 

 

 

 

 

 

Figure.1. S ystem Architecture  

 

 VI. CONCLUS ION 

 

The user data security has been increased using the mobile 

cloud platform and the space complexity for the data storage 

has been drastically reduced by taking away the user data to 

the cloud from the user device.  
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